Cyber and Physical Security Stand Down
Employee Checklist
Employees will take the following actions on Thursday, October 5, 2006, and report back to their managers.

Detailed instructions for accomplishing the actions below are at:

http://intranet.bnl.gov/cybersecurity/standdown/checklist
 Check that your passwords meet DOE password requirements and change them if they do not (including e-mail, PCs, PeopleSoft, etc.). Ensure that any hard copy passwords are securely stored.

 Check to ensure that your computers have a password-protected screen saver set for 15 minutes of inactivity or less. Install on those that do not.

 Check to ensure that all computers have the DOE logon banner installed. Install on those that do not.

 Verify that the only Windows operating systems are Windows XP, Windows 2000 (Service Pack 4), or Windows 2003.

 Verify that Windows systems are configured for automated patching.

 Ensure that Trend Micro anti-virus software is installed on all Windows systems.

 Determine if you have protected personally identifiable information (PII) on your computers.
An Information Resource Center will be open all day for questions.

Call Ext. 8650, Ext. 8651, Ext. 8652, or Ext. 8653.

Your Name: ________________________________________

Your computer name/model:______________________________________
