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4.70 Procedure to Perform Enrollment and Removal of Personnel in the 
Iridian EOU 2200 Iris Imager 

 
1. Purpose 
 

This procedure details the required sequence to ENROLL and REMOVE users from the 
Iridian EOU 2200 Iris Imager database.  Only properly trained personnel will be allowed 
to enroll someone in and remove someone from the imager database.  After enrollment a 
digital version of the users iris is stored in internal memory and is retrieved for 
identification purposes upon the user presenting their iris to the remote CCD camera at 
the experiment primary gate.  When the user has their iris scanned, and the stored image 
matches the current image, they will be allowed access to the key tree.  Currently, 
available memory allows for 4,000 enrollees. 

 
2. Responsibilities 
 

2.1 The C-A ESHQ Division shall be responsible for assigning an enrollment 
administrator. 

 
3. Prerequisites 
 

None 
 
4. Precautions 
 
 None 
 
5. Procedure 

Note 1: 
Steps 5.11 through 5.34 have been extracted from the Iridian Iris Access 9.10 Entry Access 

Control System - Operations Guide, (400-3.2).  Do not follow page numbers referred to in these 
steps. 

Procedure for enrolling a user. 
 

5.1 An authorized person wishing to be enrolled shall contact the C-A ESHQ 
Division or MCR.  The ESHQ Division or MCR shall proceed to contact the 
enrollment administrator. 

 
5.2 The administrator shall proceed to enter the enrollment software application 

(called IrisWin 2000) on the server computer. 
 
 The program is multilevel password protected. 
 
 
 
 

Note 2: 
Enrollment can only be performed by an administrator enrolled at the "enroll user" level. 
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5.3 Enrollment is the most critical aspect of system operation.  All future iris 
recognitions will be affected by the quality of the enrollment.  A poor enrollment 
will result in future rejections. 

 
5.4 The decision to enroll one or both eyes is made at the time a subject is enrolled.  

Once the subject has one eye enrolled in the system, the second eye cannot be 
enrolled later using the same ID.  For example, if you enroll only one eye and 
later find you would like both eyes enrolled, you must erase the original record 
and re-enroll both eyes. 

 
5.5 The EOU/ROU 2200 Imager utilizes auto-focus and auto-zoom to obtain well-

focused images.  The EOU/ROU 2200 also provides audible instructions to aid 
the subject in positioning.  Upon start of the enrollment process, an instruction 
"please look into the mirror" will be heard.  The subject should then present an 
eye within three to ten inches from the EOU/ROU 2200.  If the subject is too far 
from the Imager, an instruction "please move forward a little" will be heard.  If 
the subject is too close, an instruction "please move back a little" will be heard.  
The subject should remain steady until the process is completed and the phrase 
"thank you for your cooperation" is heard. 

 
5.6 After providing the appropriate password to log into windows, using the standard 

MCR username and password, proceed to do the following: 
 

 Type in the appropriate password to perform an enrollment and press 
Enter 

OR 
 If your IrisCode template has been added to the Operators Database, select 

IrisLogon. 
 Present your eye when the logon screen is displayed, and initiate an 

identification. 
 

5.7 You should now see the IrisWin 2000 application as in Figure 1, indicated on the 
next page, and the icons as shown in Figure 2. 
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Figure 1 
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Figure 2 
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5.8 Note:  Press Cancel to cancel the enrollment at anytime throughout the 
enrollment. 

 
5.9 Press the                   icon to start the enrollment process. 
 
5.10 In the Enroll - Capture Iris Image screen, as shown below in Figure 3, you will 

notice at the top right hand corner, the right eye is checked.  Inform the subject to 
present the right eye to the Imager and to be still for at least five seconds. 

 

 
 Figure 3 



Note: 3'011 ma). choose nu t to  enroli thp rigtit ! :ye. 
5'' ' 

CI Select the  Skip this eye  chechbnx i f  yo,! air nul i!n;.o!ling 
the right eyc. 

Note: Because the EOLI captulv::, Lhr~er irnagcs, yo1 I wili 
need to  keep looking at the cnme1.n ~ ! n t i l  t h e  light:; st@]; 
flashing. 

If the subject is already et~rollcd in  the P l ~ s t c i  Databa:;~, a 
dialog displays the s~il?ject's yraofile. If this is ti><> c;lst:, click 
Cancel to abort the  enrollment al.te.mj)t. 

5.13 a When thr enrol lment  IrisCode template is crt.nted from t i ~ p  

c a p t ~ ~ r e d  images, the Enroll -Image Results box 
appears. 

Figure 4: Enrollment Image Results Box 

Check tile Focus vnluc. I f  tlltr lioc~ls va111c is less 
-:, rx,* *; ,,i.-.l 

than 50% click i1 :Gancel.:::.:. and try a,g;~in. 

Ctleck thr Quality vaille. I f  the Qrlality valu:. is Ifxss 
tl,an k ' " ' ~  :?:i::;. $1 

amel'.:+ - 2nd try n?;!iri. 

5.14 D Click or: the blrlc title bar of the Enroll - irnope Kes~l l t s  
kox ant1 rnove it to view the pr.oct\ssed imagc. (useci LO crcx;ttt 
:hc enrollment IrisCode templati.). 
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Figure 5: Enrollment Image Showing Localization Overlay 

Verily that the processed image is in focus. IF ~;ot ,  
cancel the operation and try again. 

- Verify t ha t  the localization overlay on t h e  irnnzc is 
accurate, that is, it is centcred on the iris :ii1~1 pupil 
(see Figure 5 on page 12). If not, cancel thc: 
operation and try again. 

'Vcbrify that the image docs not contain largr 
specular highlights that obscrire the view 01' Il:(' iris. 
I S  the iris i s  obsc~srrtt, cancel the  opewtion anii tr:+ 
again. 

LI Clirk ihc bunon to continoe. 
5'16 

LI Tile procedltrr i;r capturing tiie left eyc hvginr. 111 t hc  
Enroll - Capture Iris Image screPn, you will notice nt 
the top right hand corncr, the  left eye is cht3.cked. 'lnforrn 
tiie sr~bject to present the  left eve. t o t h e  I m i ~ g r r  anc! lo bc 
still Tor at least fivc seconds. 

You niay choose not to enroll t h v  Iel't c>7t, l i sn )  yl;:ri. ;! 
check in the Slip this eye checkbox. 

Kote: liemember, once the s u l j ~ c t  has fi~lisllccl e111.oIlir:g 
nil? e3c and is i n  ttlc system (i.e., after vel-ificatior~). the 
secund ese cannot l i e  e ~ ~ r o l l c d  11sing the sa rnc  'ID. P"r 
exnn!ple, ifyou er~roll  o n l y  one eye and 1att.r. fin<' ?oil woulc! 
likt. Llotil eyes enrolled, yo11 must deletc the origin;il record 
and re-cnroll both ryes. 
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eye. 

Note: :If thc s t ~ b j ~ r t  is already enrolletl in t h p  Master 
D:\tclbase, a dialog displays thp sal?ject's pr.c;)l>ic. [ f  lhis i:; thr 
case, click Cancel to  abort t he  new t'nrollrnvnt. 

Whcn the ~nrollrnrnt Irisl:oc.ic t e~np la t r  is crilated fron;  l i l t .  
capti~~*ed images, t h e  Enroll - In~age Results srrccr; 
appears. 

Checkthe Focus value. If Focr~s value is less than 

Cheek the Quality value. I f  Quality \, aii it '  is l e ~ s  

enrollment. 
Click on the blue title bar o f  t h i ~  Enroll - Image 
Results screen and move it. to view the processed 
~ l i ~ a g e .  

Verify that the imagc. is i n  ~OCLIS .  Xf not, cancr.1 the 
operation and trv again. 

Verify thatthe localization overlay on t h e  i m a ~ t .  is 
accurate. If not, cancel the operation a:rtl !ry again. 

Verifythat the image does not rentair? i x g ?  
spec!~lar highlights th t~t  clbscurt. the virw of t h ~  iris 
1f  t i ~ c  iris is obscured. r:ar~ci.l t t~c.  opri3:ion ailif try 
ngal r;. 

5.18 3 In tile next screen. entcr a tlrl irl l le ID. 

Figure 6 :  Identity Number Screen 
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11 ~ ~ n i q u c  identit) number is an identific;~tion n l~mber  thn! 
shotild uniquely identify the enr'olle~. 

Note: If you a1 e using Ule optional Wiegantl output a t  t l i ~  
Rcmote ITnils, LISC only decirrial digits and no spacps, 
leltcr~s, or symbols. 

If the 111 eritered has been previously assigned, t h ~  
following message is displayed: 

Figure 7: Duplicate ID Number Warning 

5.20 u Click Retry, then enter a different ID n1mlbtt.r. 

I f t h e  I D  is unique, the following screen appears: 

Figure 8:  Subject Information Profile for Database 

5.21 u Enter the subject's profile data. Stark by entering the 
~'erson's nnme. 

5.22 I-Iiglilight the appropriat:~ 1)istribution Croup. 'l'he 
Distr.il)i~tion tirouj; (feteritiines whiCli portals thc srll?;ctct is 
al1owc.d access to. 

Revision 03 - 
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5.23 o Highlight the appropriate Time Group Lo allowr access in 
accordance with the s~ibject's access authorization. 

5.24 5 Click t h e  t~ut ton.  

- . - . - - . - 
Ca.ution: You mirst vGij. the subject to 
ensllre the enrollment is successful. Skipping 
the verification process o r  verifying only one 
eye will cancel .the erirollment, requiring 
complete re-enrollment of  the si~bject. 'I'ht. 
entirc verification process must be complet.cd 
in order for the J.risCode templates Lo 11c sav!>d 
to the database for future recognition. 

5.25 u Instruct the si~bject to  present their right eye to the Imager 
for verification. 

Figure 9: Verify iris Image Screen for Right  Eye 

I f  thr verifcntiorl \vas a succe.ss, the .fr,llowi t12 scrre::ri :];)pears: 
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Figure 10: Enrollment Verification for Rtght Eye  

5.27 LI Ifttic subject was successli~lly verified, press 1-1 to 
. .. .-A _fie..  

add the  right Iriscode templateto the database a n d  proccecl 
to verify the left Iriscode template. 

OR 

5.28 CI Cl~ck  the Finish b m o n  to just add the right lrisCodr tothe 
database. Clicking this button does NOT add the kit 
IrlsCoc.le tc the datiibasc. 

5.29 If :he bul~.iect was nolverified, click R e t v  and  OK lo 
rrpeat t h e  veriFlcatjo?i attempt. 

5 . 3 ~  :[nsIruct thr subject to prcsertl' their left ey' to the Imi1gy.r 
hi verification, 

Figure 11: Verify Iris lrnnge Screen far Left Eye 
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5.31 4 1sCod!. click the -1 b"B()" to verify thc left rW 
te.mplnte. [ f th i : ,  sc:r,een appears, the enrnilment was a 

Figure 12: Enrollment Verification for Lef t  Eye 

5.32 o If the. enrollee was successfully recognized, press (11; ::;;I&:? : to add the left IrisCode template to  the 
ciat;1b,7sc. 

Thc optional Enroll - Custom Information sc,l.t\en \2:ill 

be displayed, if  previously enabled. This screen might not. 
display (illring ~nro l lment  i f  it is set no? to show Cplcasc 
rertlr t o  "IrisAccess Control Panel Applet" on page 81). 

Figure 13:  Subject Custom Information Profile for Database 

5.33 u Pill i n  fields onr thl-n~~gh five. 

These five fieltls can br t ~ s c d  to hold any  texI de.ir.cd, 
.... . . . . . .  . . . . . . . . . .  . . . . . . . . . . . . . . . .  
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For example, you can use Field1 to enter the subiect's 
mother's maideri name. 

When t h ~  t>nroll process is cornpletc!d, t hc: enroll?d 1 ris!::j!ic 
templates are added to thtr Master Darahase and 
downloaded to the appropriate Kc~note  Ijnit(s.). i f  archivt. 
searching is enabled, the search engine: i:; in:;tructetl to 
search the archives for the  enrolled IrisCode templatea. 
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5.4 Procedure for Removing a User from the Database 
 

5.4.1 The edit users screen is used to delete records in the Admin Master 
Database.  You must be logged in with the superuser status. 

 
5.4.2 Click DMUWIN (see figure 14). 
 
5.4.3 Select Edit > Users (see figure 15). 
 
5.4.4 Select By Name (see figure 15). 
 
5.4.5 Click the Find Records button (see figure 16). 
 
5.5.5 Enter the first 2-3 characters of a last name in the "Last Name" search text 

box (see figure 17). 
 
5.5.6 Click the "Find Records" button or hit Enter.  All records that have last 

name fields beginning with the same 2 to 3 filter characters are displayed 
(see figure 18). 

 
5.5.7 Highlight the desired record (see figure 18). 
 
5.5.8 Select the "Delete Selected Record Button" (see figure 18). 
 
5.5.9 Answer Yes in response to the prompt. 
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Figure 14 

Click here to remove a user 
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Figure 15 

Click here to remove a user
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Figure 16 

Click here 



Click here 
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Figure 18 

Enter Characters Click here

Click here to delete the record 
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6. Documentation 
 

None 
 

7. References 
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(400-3.2). 
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